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DETAILED ACTION 

1 . This action is in response to the Restriction/Election requirement received on 
June 6, 2008. Claims 1-36 were subject to an election restriction requirement. 

Election/Restrictions 

2. Applicant's election without traverse of Group I (claims 1-8, 14-20, 26-36) in the 
reply filed on June 6, 2008 is acknowledged. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 1 22(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

3. Claims 1-3, and 33-36 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Juels et al. (U.S. Patent Pub. No. US 2006/0033608 A1). 

Regarding claim 1, Juels discloses: 
An apparatus, comprising: 

a detector to determine whether a first radio frequency identification tag read by a 
reader that reads radio frequency identification tags is a match with a second radio 
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frequency identification tag read by said reader (paragraph 0025-0026, 0067-0068: 
compare RFID with identifier). 

Claim 2 is rejected as applied above in rejecting claim 1 . Furthermore, Juels discloses: 

An apparatus as claimed in claim 1 , wherein one of the first and second radio 
frequency identification tags is a lock tag, and another of the first and second radio 
frequency identification tags is a key tag (paragraph 0025-0026, 0067-0068: compare 
RFID with identifier). 

Claim 3 is rejected as applied above in rejecting claim 1 . Furthermore, Juels discloses: 

An apparatus as claimed in claim 1 , wherein one of the first and second radio 
frequency identification tags is a lock tag, and another of the first and second radio 
frequency identification tags is a key tag, and wherein said detector authenticates the 
lock tag when said detector detects the lock tag and the key tag being within a 
predetermined distance of said detector (paragraph 0025-0026, 0067-0068: compare 
RFID with identifier wherein the RF can only travel predetermined distances). 

Regarding claim 33, Juels discloses: 
An apparatus, comprising: 

a transceiver to communicate with a radio frequency identification tag (paragraph 

0010); 

a directional antenna coupled to said transceiver (paragraph 0010); and 
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a detector to determine whether a first radio frequency identification tag read by 
said transceiver is a match with a second radio frequency identification tag by said 
transceiver (paragraph 0025-0026, 0067-0068: compare RFID with identifier). 

Claim 34 is rejected as applied above in rejecting claim 33. Furthermore, Juels 
discloses: 

An apparatus as claimed in claim 33, wherein one of the first and second radio 
frequency identification tags is a lock tag, and another of the first and second radio 
frequency identification tags is a key tag (paragraph 0025-0026, 0067-0068: compare 
RFID with identifier). 

Claim 35 is rejected as applied above in rejecting claim 33. Furthermore, Juels 
discloses: 

An apparatus as claimed in claim 33, wherein one of the first and second radio 
frequency identification tags is a lock tag, and another of the first and second radio 
frequency identification tags is a key tag, and wherein said detector authenticates the 
lock tag when said detector detects the lock tag and the key tag being within a 
predetermined distance of said detector (paragraph 0025-0026, 0067-0068: compare 
RFID with identifier wherein the RF can only travel predetermined distances). 

Claim 36 is rejected as applied above in rejecting claim 33. Furthermore, Juels 
discloses: 
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An apparatus as claimed in claim 33, wherein said detector determines whether 
the first radio frequency identification tag is a match with the second radio frequency 
identification tag or a third or more radio frequency identification tags (paragraph 0025- 
0026, 0067-0068: compare RFID with identifier). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 4-8, 14-20, and 26-32 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Juels et al. (U.S. Patent Pub. No. US 2006/0033608 A1 ) in view of 

Lapstun et al. (U.S. Patent 6,789,194). 

Claim 4 is rejected as applied above in rejecting claim 1 . Furthermore, Juels 
discloses: 

An apparatus as claimed in 1 , wherein one of the first and second radio 
frequency identification tags is a lock tag, and another of the first and second radio 
frequency identification tags is a key tag, and wherein said detector includes a nonce 
generator to generate a nonce (paragraph 0025-0026, 0067-0068: compare RFID with 
identifier wherein the RF can only travel predetermined distances). 
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Juels does not explicitly disclose encrypting the nonce using a public 
cryptography key. Lapstun discloses encrypting the nonce and then decrypting the 
nonce for verification (Lapstun: column 33, lines 45-65). In the system of Juels, the 
encryption/decryption method of Lapstun can be used to secure the exchange of the 
nonces. Therefore, it would have been obvious to one of ordinary skill in the art to use 
the system of Lapstun to encrypt and decrypt the nonces in order to increase the 
security of the exchanges (Lapstun: column 33, lines 55-57). 

Claim 5 is rejected as applied above in rejecting claim 1 . Furthermore, Juels 
discloses: 

An apparatus as claimed in claim 1 , wherein one of the first and second radio 
frequency identification tags is a lock tag, and another of the first and second radio 
frequency identification tags is a key tag, and wherein said detector includes a nonce 
generator to generate a nonce (paragraph 0025-0026, 0067-0068: compare RFID with 
identifier wherein the RF can only travel predetermined distances). 

Juels does not explicitly disclose encrypting the nonce using a public 
cryptography key. Lapstun discloses encrypting the nonce and then decrypting the 
nonce for verification (Lapstun: column 33, lines 45-65). In the system of Juels, the 
encryption/decryption method of Lapstun can be used to secure the exchange of the 
nonces. Therefore, it would have been obvious to one of ordinary skill in the art to use 
the system of Lapstun to encrypt and decrypt the nonces in order to increase the 
security of the exchanges (Lapstun: column 33, lines 55-57). 
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Claim 6 is rejected as applied above in rejecting claim 5. Furthermore, Lapstun 
discloses: 

An apparatus as claimed in claim 5, wherein the cryptography key of the lock tag 
is the same as the cryptography key of the key tag (Lapstun: column 33, lines 45-65). 

Claim 7 is rejected as applied above in rejecting claim 5. Furthermore, Lapstun 
discloses: 

An apparatus as claimed in claim 5, wherein the nonce generator generates a 
series of nonces, wherein the lock tag delays encryption of the nonce with respect to 
encryption of the nonce by the key tag, and wherein said detector further comprises a 
delay to delay the encrypted version of the nonce encrypted by the key tag (Lapstun: 
column 33, lines 45-65). 

Claim 8 is rejected as applied above in rejecting claim 1 . Furthermore, Juels discloses: 

An apparatus as claimed in claim 1 , wherein said detector determines whether 
the first radio frequency identification tag is a match with the second radio frequency 
identification tag or a third or more radio frequency identification tags (paragraph 0025- 
0026, 0067-0068: compare RFID with identifier wherein the RF can only travel 
predetermined distances). 
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Regarding claim 13, Juels discloses: 
A method, comprising: 

generating a nonce (paragraph 0025-0026, 0067-0068: compare RFID with 
identifier wherein the RF can only travel predetermined distances). 

Juels does not explicitly disclose encrypting the nonce using a public 
cryptography key. Lapstun discloses encrypting the nonce and then decrypting the 
nonce for verification (Lapstun: column 33, lines 45-65). In the system of Juels, the 
encryption/decryption method of Lapstun can be used to secure the exchange of the 
nonces. Therefore, it would have been obvious to one of ordinary skill in the art to use 
the system of Lapstun to encrypt and decrypt the nonces in order to increase the 
security of the exchanges (Lapstun: column 33, lines 55-57). 

Claim 15 is rejected as applied above in rejecting claim 14. Furthermore, Juels 
discloses: 

A method as claimed in claim 14, further comprising determining, as a result of 
said comparing, whether the first radio frequency identification tag is associated with 
said second radio frequency identification tag (paragraph 0025-0026, 0067-0068: 
compare RFID with identifier wherein the RF can only travel predetermined distances). 

Claim 16 is rejected as applied above in rejecting claim 14. Furthermore, Lapstun 
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A method as claimed in claim 14, wherein the cryptography key received from 
the first radio frequency identification tag is a public key, and wherein the second radio 
frequency identification tag decrypts the encrypted nonce using a private key associated 
with the public key (Lapstun: column 33, lines 45-65). 

Regarding claim 17, Juels discloses: 
A method, comprising: 

generating a series of nonces (paragraph 0025-0026, 0067-0068: compare 
RFID with identifier wherein there are multiple RF tags); 

sending the series of nonces to a first radio frequency identification tag and a 
second radio frequency identification tag (paragraph 0025-0026, 0067-0068: compare 
RFID with identifier wherein there are multiple RF tags). 

Juels does not explicitly disclose encrypting the nonce using a public 
cryptography key. Lapstun discloses encrypting the nonce and then decrypting the 
nonce for verification (Lapstun: column 33, lines 45-65). In the system of Juels, the 
encryption/decryption method of Lapstun can be used to secure the exchange of the 
nonces. Therefore, it would have been obvious to one of ordinary skill in the art to use 
the system of Lapstun to encrypt and decrypt the nonces in order to increase the 
security of the exchanges (Lapstun: column 33, lines 55-57). 

Claim 18 is rejected as applied above in rejecting claim 17. Furthermore, Juels 
discloses: 
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A method as claimed in claim 17, further comprising determining, as a result of 
said comparing, whether the first radio frequency identification tag is associated with 
said second radio frequency identification tag (paragraph 0025-0026, 0067-0068: 
compare RFID with identifier). 

Claim 19 is rejected as applied above in rejecting claim 17. Furthermore, Lapstun 
discloses: 

A method as claimed in claim 17, wherein the first and second radio frequency 
identification tags encrypt the series of nonces using the same cryptography key 
(Lapstun: column 33, lines 45-65). 

Claim 20 is rejected as applied above in rejecting claim 17. Furthermore, Lapstun 
dislcoses: 

A method as claimed in claim 17, wherein the first radio frequency radio 
identification tag delays the series of nonces with respect to the second radio frequency 
identification tag, and further comprising delaying the encrypted versions of the series of 
nonces received from the second radio frequency identification tag prior to said 
comparing (Lapstun: column 33, lines 45-65). 



Regarding claim 26, Juels discloses: 
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An article comprising a storage medium having stored thereon instructions that, 
when executed by a computing platform, result in verification of association of at least 
two or more radio frequency identification tags by: 

generating a nonce (paragraph 0025-0026, 0067-0068: compare RFID with 
identifier wherein there are multiple RF tags); 

sending the nonce to a second radio frequency identification tag (paragraph 
0025-0026, 0067-0068: compare RFID with identifier wherein there are multiple RF 
tags); 

receiving the nonce from the second radio frequency identification tag (paragraph 
0025-0026, 0067-0068: compare RFID with identifier wherein there are multiple RF 
tags); and 

comparing the nonce generated by said generating to the decrypted nonce 
(paragraph 0025-0026, 0067-0068: compare RFID with identifier wherein there are 
multiple RF tags). 

Juels does not explicitly disclose encrypting the nonce using a public 
cryptography key. Lapstun discloses encrypting the nonce and then decrypting the 
nonce for verification (Lapstun: column 33, lines 45-65). In the system of Juels, the 
encryption/decryption method of Lapstun can be used to secure the exchange of the 
nonces. Therefore, it would have been obvious to one of ordinary skill in the art to use 
the system of Lapstun to encrypt and decrypt the nonces in order to increase the 
security of the exchanges (Lapstun: column 33, lines 55-57). 



Application/Control Number: 10/812,651 
Art Unit: 2131 



Page 12 



Claim 27 is rejected as applied above in rejecting claim 26. Furthermore, Juels 
discloses: 

An article as claimed in claim 26, wherein the instructions, when executed, 
further result in verification of association of at least two or more radio frequency 
identification tags by determining, as a result of said comparing, whether the first radio 
frequency identification tag is associated with said second radio frequency identification 
tag Juels does not explicitly disclose encrypting the nonce using a public cryptography 
key. Lapstun discloses encrypting the nonce and then decrypting the nonce for 
verification (Lapstun: column 33, lines 45-65). In the system of Juels, the 
encryption/decryption method of Lapstun can be used to secure the exchange of the 
nonces. Therefore, it would have been obvious to one of ordinary skill in the art to use 
the system of Lapstun to encrypt and decrypt the nonces in order to increase the 
security of the exchanges (Lapstun: column 33, lines 55-57). 

Claim 28 is rejected as applied above in rejecting claim 26. Furthermore, Lapstun 
discloses: 

An article as claimed in claim 26, wherein the cryptography key received from the 
first radio frequency identification tag is a public key, and wherein the second radio 
frequency identification tag decrypts the encrypted nonce using a private key associated 
with the public key (Lapstun: column 33, lines 45-65). 
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Regarding claim 29, Juels discloses: 

An article comprising a storage medium having stored thereon instructions that, 
when executed by a computing platform, result in verification of association of at least 
two or more radio frequency identification tags by: 

generating a series of nonces (paragraph 0025-0026, 0067-0068: compare 
RFID with identifier wherein there are multiple RF tags); 

sending the series of nonces to a first radio frequency identification tag and a 
second radio frequency identification tag (paragraph 0025-0026, 0067-0068: compare 
RFID with identifier wherein there are multiple RF tags). 

Juels does not explicitly disclose encrypting the nonce using a public 
cryptography key. Lapstun discloses encrypting the nonce and then decrypting the 
nonce for verification (Lapstun: column 33, lines 45-65). In the system of Juels, the 
encryption/decryption method of Lapstun can be used to secure the exchange of the 
nonces. Therefore, it would have been obvious to one of ordinary skill in the art to use 
the system of Lapstun to encrypt and decrypt the nonces in order to increase the 
security of the exchanges (Lapstun: column 33, lines 55-57). 

Claim 30 is rejected as applied above in rejecting claim 29. Furthermore, Juels 
discloses: 

An article as claimed in claim 29, wherein the instructions, when executed, 
further result in verification of association of at least two or more radio frequency 
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identification tags by determining, as a result of said comparing, whether the first radio 
frequency identification tag is associated with said second radio frequency identification 
tag (paragraph 0025-0026, 0067-0068: compare RFID with identifier wherein there are 
multiple RF tags). 

Claim 31 is rejected as applied above in rejecting claim 29. Furthermore, Lapstun 
discloses: 

An article as claimed in claim 29, wherein the first and second radio frequency 
identification tags encrypt the series of nonces using the same cryptography key 
(Lapstun: column 33, lines 45-65). 

Claim 32 is rejected as applied above in rejecting claim 29. Furthermore, Lapstun 
discloses: 

An article as claimed in claim 29, wherein the first radio frequency radio 
identification tag delays the series of nonces with respect to the second radio frequency 
identification tag, and wherein the instructions, when executed, further result in 
verification of association of at least two or more radio frequency identification tags by 
comprising delaying the encrypted versions of the series of nonces received from the 
second radio frequency identification tag prior to said comparing (Lapstun: column 33, 
lines 45-65). 
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Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to KAVEH ABRISHAMKAR whose telephone number is 
(571)272-3786. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Kaveh Abrishamkar/ 
Examiner, Art Unit 2131 

IK. A./ 
08/19/2008 

Examiner, Art Unit 2131 
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